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Program Security Overview

 Protecting programs is at the heart of computer security.

 Programs constitute so much of a computing system (the operating system, device 

drivers, the network infrastructure, database management systems and other 

applications, even executable commands on web pages); all are called “programs”

 So we need to ask two important questions:

❖ How do we keep programs free from flaws?

❖ How do we protect computing resources against programs that contain flaws?

 Program security implies some degree of trust that the program enforces expected 

confidentiality, integrity, and availability.

 From the point of view of a program or a programmer, how can we look at a software 

component or code fragment and assess its security?

 similar to the problem of assessing software quality in general
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Secure programs 

 One way to assess security or quality is to ask people to name the 

characteristics of software that contribute to its overall security.

 different answers from different people because the importance of the 

characteristics depends on who is analyzing the software.

 one person may decide that code is secure because it takes too long to break 

through its security controls

 someone else may decide code is secure if it has run for a period of time with 

no apparent failures

 a third person may decide that any potential fault in meeting security 

requirements makes code insecure
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 IEEE suggests using a standard terminology (in IEEE Standard 729) for describing

bugs in our software products:

 Error: A human mistake in performing some software-related activity, such as

specification or coding.

 Fault: An incorrect step, command, process or data definition in a piece of 

software.

 Failure: A departure from the system’s desired behavior.

Note that:

An error may cause many faults.

Not every fault leads to a fail

Although software engineers usually pay careful attention to the distinction between

faults and failures, instead security engineers use flaw to describe both terms.
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Program security flaws

 To understand program security, we can examine programs to see whether they behave 

as their designers intended or users expected. 

We call such unexpected behavior a program security flaw; it is inappropriate program 

behavior caused by a program vulnerability.

 Security failures can result from malicious code or non-malicious causes; both can 

cause harm.

 Thus, we now study several common program failings or flaws

 Program security flaws can derive from any kind of software fault

1. Non-malicious flaws: unintentionally introduced by the programmer.

✓ Buffer overflow

✓ Incomplete mediation

✓ Time-of-check to Time-of-use (TOCTTU) errors

2. Malicious flaws : purposely induced flaws.

 Virus, worm, rabbit, Trojan horse, trapdoor, Logic bomb, time bomb
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1. Non-malicious flaws

 Unintentional mistakes, cause program malfunctions

May also lead to more serious security vulnerabilities

 A buffer (or array or string) is a space in which data can be held. It exist in memory, 

because memory is finite, a buffer's capacity is finite.

 In many programming languages the programmer must declare the buffer's

maximum size, then the compiler can set aside that amount of space.

 Buffer overflow: particularly well known flaw, although the basic problem is easy

to describe, locating and preventing such difficulties is challenging.

 Buffer overflow vulnerabilities deal with buffers, or memory allocations in

languages that offer direct, low-level access to read and write memory

A buffer overflow is the computing equivalent of trying to pour two liters of water

into a one-liter pitcher: Some water is going to spill out and make a mess. And in

computing, what a mess these errors have made!
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Buffer overflow cont…

Example
char sample[10];
 One byte for elements sample[0] through sample[9]
 Now we execute the statement:

sample[10] = 'B';
The subscript 10 is out of bounds
The compiler can detect it during the compilation
However, if the statement were
sample[i] = 'B’;
we could not identify the problem until i is set during execution

The problem's occurrence depends on what is adjacent to the array 
sample.
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Buffer overflow cont…

Example: suppose each of the ten elements of the array sample is filled with the

letter A and the mistaken reference uses the letter B, as follows:

for (i=0; i<=9; i++)

sample[i] = 'A’;

sample[10] = 'B'

 All program and data elements are in memory during execution, sharing 

space with the operating system, other code, and resident routines. 

 So four cases must be considered in deciding where the ‘B’ goes, as shown in 

next slide.

 If the extra character overflows into the user’s data space, it simply overwrites 

an existing variable value perhaps affecting the program’s result but affecting 

no other program or data.
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Figure shows  One-Character Overflow

Buffer overflow cont…



Buffer overflow cont…

 In the second case, the 'B' goes into the user's program area

 Spilling over into system data or code areas produces similar results to those for the 

user’s space: computing with a faulty value or trying to execute an improper operation

Preventing buffer overflown.

The ability to detect buffer overflow vulnerabilities in source code is certainly valuable.

However, eliminating them from a code base requires consistent detection as well as a

familiarity with secure practices for buffer handling.

 The easiest way to prevent these vulnerabilities is to simply use a language that does 

not allow for them. C allows these vulnerabilities through direct access to memory and 

a lack of strong object typing.  Java, Python, and .NET, among other languages and 

platforms, don’t require special checks or changes to mitigate overflow vulnerabilities.

 Completely changing the language of development is not always possible, of course. 

When this is the case, use secure practices for handling buffers
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ii. Incomplete Mediation
 Incomplete mediation is another security problem that has been with us for decades.

 Attackers are exploiting it to cause security problems.

Example: Consider below link

http://www.somesite.com/subpage/userinput&parm1=(808)555-1212&parm2=2004Jan01

 The two parameters look like a telephone number and a date. Probably the client's (user's) 

web browser enters those two values in their specified format for easy processing on the 

server's side.

What would happen if parm2 were submitted as 1800Jan01? Or 1800Feb30? Or 2048Min32

 Something would likely fail. As with buffer overflows, one possibility is that the system 

would fail catastrophically, with a routine's failing on a data type error as it tried to handle 

a month named "Min" or even a year (like 1800) which was out of range.

Another possibility is that the receiving program would continue to execute but would generate 

a very wrong result.
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 One way to address the potential problems is to try to anticipate them.

 For instance, the programmer in the examples above may have written code to check for 

correctness on the client's side (that is, the user's browser).

 The client program can search for and screen out errors. Or, to prevent the use of

nonsense data, the program can restrict choices only to valid ones.

 For example, the program supplying the parameters might have a drop-down box or 

choice list from which only the twelve conventional months would have been possible

choices.

 Similarly, the year could be tested to ensure that the value is between valid range, and 

date numbers would be appropriate for the months in which they occur (no 30th of

February, for example).

 Using these verification techniques, the programmer may feel well protected from the

possible problems a careless or malicious user could cause.
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iii. Time-of-check to Time-of-use (TOC-TOU) errors

 This type of error occurs during a delay between checking permission to perform

certain operations and using this permission may enable the operations to be

changed.

 To improve efficiency, modern processors and operating systems usually change

the order in which instructions and procedures are executed. 

 In particular, instructions that appear to be adjacent may not actually be executed 

immediately after each other, either because of intentionally changed order or because 

of the effects of other processes in concurrent execution.

 The time-of-check to time-of-use (TOC-TOU) flaw concerns mediation that is

performed with a “bait and switch” in the middle and also known as a serialization 

or synchronization flaw.

 Between access check and use, data must be protected against change.
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iii. Time-of-check to Time of cont …
Real Example:

 Buy something that costs $100. The buyer takeout five $20 bills from a wallet, 

carefully counts them in front of the seller, and lays them on the table, then the seller 

turns around to write a receipt.

While the seller's turned back, the buyer takes back one $20 bill when the seller turns 

around, the buyer hands over the stack of bills, takes the receipt, and leaves between 

the time, the security was checked (counting the bills) and the access (exchanging the 

sculpture for the bills), a condition changed: What was checked is no longer valid 

when the object (that is, the sculpture) is accessed.

 A similar situation can occur with computing systems.

 Checking one action and performing another is an example of ineffective access 

control, leading to confidentiality failure or integrity failure or both.

We must be careful whenever a time lag or loss of control occurs, making sure that 

there is no way to corrupt the check’s results during that interval by using access 

control.
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2. Malicious Code

 Malicious code comes in many forms under many names.

We explore three of the most popular forms: viruses, Trojan horses, and worms. 

 The distinctions among them are small, and we do not need to classify any piece of 

code precisely. 

More important is to learn about the nature of attacks from these three: how they can 

spread, what harm they can cause, and how they can be controlled.

Malicious code behaves in unexpected ways, it can do anything any other program can

 writing a message on a computer screen, stopping a running program, generating

a sound, or erasing a stored file.

 Or malicious code can do nothing at all right now; it can be planted to lie dormant, 

undetected, until some event triggers the code to act (e.g., based on time)
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Virus Signatures

 The pattern which distinguishes a virus is called a signature.

 Anti-viruses (or called virus scanners) look for signatures to identify a virus

 The signature is part of the virus code

 It is hard to detect. It is not easily destroyed or deactivated.

 It spreads infection widely. It can re-infect its host program or other programs.

 It is machine independent and operating system independent.

 Few viruses meet all these criteria. The virus writer chooses from these objectives

when deciding what the virus will do and where it will reside.

 A virus that can change its appearance is called a polymorphic virus. (Poly means 

"many" and morph means "form.")
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several techniques for building a reasonably safe community

Use only commercial software acquired from reliable, well-established 

vendors

Use virus detectors (often called virus scanners) regularly and update 

them daily

Open attachments only when you know them to be safe

Make a recoverable system image and store it safely

Make and retain backup copies of executable files

Test all new software on an isolated computer

Prevention of Virus Infection
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Operating system support and administrative controls

Although operating systems are crucial for implementing separation and access

control, they are also vulnerable, and therefore compromise of an operating

system can lead to security failure.

The processes in an operating system must be protected from one another's

activities.

 To provide such protection, we can use various mechanisms to ensure that only

processes that have gained proper authorization from the operating system can

operate on the files, memory segments, CPU, and other resources of a system.

 The operating system is the fundamental controller of all system resources which

makes it a primary target of attack, as well.



Security in conventional operating systems

 Operating system consists of a collection of object’s, hardware or software.

 Each object has a unique name and can be accessed through a well-defined set of
operations.

 Protection: Mechanisms and policy to keep programs and users from accessing or
changing stuff they should not do (Internal to OS).

 Protection problem - ensure that each object is accessed correctly and only by those
processes that are allowed to do so.

 Prevent unauthorized access of 
 System processes
 Other users
 Digital Rights Management
 Improve reliability: protect system from application bugs
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Security in conventional operating system cont…

 Default operating system configurations are for ease of use but has a number of

limitation for securing a system.

Measures have to be done at all stages to enhance security in operating system.

It includes:

 Installing and patching

 Configuring

Remove unnecessary applications, services and protocols

Users, groups, controls and privileges

 Install additional software (anti-virus, firewall, intrusion detection system, etc.)

 Test Security
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Memory, time, file, object protection requirements and techniques

 Access Control: The prevention of unauthorized use of a resource (i.e., this service 

controls who can have access to a resource, under what conditions access can occur, 

and what those accessing the resource are allowed to do.

 Access control is used to identify a subject (user/human) and to authorize the subject 

to access an object (data/resource) based on the required task. 

 These controls are used to protect resources from unauthorized access and are put into 

place to ensure that subjects can only access objects using secure and pre-approved 

methods.

 Access control provide access to files (or deny access), and it assures that only certain 

users are permitted to do certain operations in the system send signal to process, 

access objects, etc.
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 Trusted system is a computer and operating system that can be verified to 

implement a given security policy. Typically, the focus of a trusted system is 

access control, w/c is often performed by the operating system (OS). 

 Only the OS can access primitive objects, such as files, to exercise control over 

them, and the OS creates and terminates the programs that represent users 

(subjects).

 Subjects of OS are (active) entities that communicate with the system and use its 

resources. The best example for a subject is the user or a process. Objects on the 

other hand are entities of the OS that are accessed (requested) by the subject
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 A reference monitor is a concept, not a tool you can buy to plug into a port. 

 It could be embedded in an application (to control the application’s objects), part of 

the operating system (for system-managed objects) or part of an appliance.

 Access control has to be incorporated nearly into every part of a modern operating 

system. 

 The most visible and used part of access control from the user point of view is file 

management.

 Depending on areas of usage, there are three types of access control used:

 Mandatory Access Control: it is a multilevel secure access control 

mechanism. It defines a hierarchy of levels of security. The design and 

implementation of MAC is commonly used by the government.                                 

Eg. Used by the Department of Defense.
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Access control cont….

 Discretionary Access Control: in this type of access control, every object has an 
owner. The owner (subject) grants access to his resources (objects) for other users 
and/or groups. For example, a person who keeps a diary decides who can read it. She 
need, not show it to anyone, and if a friend asks to read it, she can say no. Here the 
owner allows access to the diary at her discretion. DAC, is the most common type of 
access-control mechanism on computers.

 Role Based Access Control : in role based systems, users get assigned roles based on 
their functions in the system. And  the systems are centrally administered.  An 
example can be a system in hospital, e-student or registrar system. Businesses with 
smaller applications will find DAC to be easier to implement. Others with highly 
confidential or sensitive information may decide to use RBAC or MAC systems.

26



Identification and Authentication

 In most computer security contexts, user authentication is the fundamental 

building block and the primary line of defense.

 User authentication is the basis for most types of access control and for

user accountability.

 Authentication is the process of verifying an identity claimed by or for a system 

entity. An authentication process consists of two steps:

 Identification step: Presenting an identifier to the security system. 

(Identifiers should be assigned carefully, because authenticated identities are the 

basis for other security services, such as access control service.)

 Verification step: Presenting or generating authentication information that

verifies the binding between the entity and the identifier.
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Means of Authentication

 There are four general means of authenticating a user’s identity, which can be used 

alone or in combination:

 Something the individual knows: Examples includes a password, a personal

identification number (PIN), or answers to a prearranged set of questions.

 Something the individual possesses/holds/has: Examples include electronic 

keycards, smart cards, and physical keys. This type of authenticator is referred to as 

a token.

 Something the individual is (static biometrics): Examples include 

recognition by fingerprint, retina, and face.

 Something the individual does (dynamic biometrics): Examples include

recognition by voice pattern, handwriting characteristics, and typing rhythm (pace).
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Means of Authentication cont…
 All of these methods, properly implemented and used, can provide secure user

authentication.

 However, each method has problems. An attacker may be able to guess or steal a 

password. Similarly, an attacker may be able to forge or steal a token. A user may 

forget a password or lose a token.

 Further, there is a significant administrative overhead for managing password

and token information on systems and securing such information on systems.

With respect to biometric authenticators, there are a variety of problems,

including dealing with false positives and false negatives, user acceptance, cost,

and convenience.
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